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Why Security
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Why Security Incidents Happen?

Technology is all around us...

how many of you
have home alarm
installed?

Do you keep your
payment details
on your phone?

How many of you
have cameras at
home?

Do you manage
your bank from
your mobile?
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Why Security Incidents Happen?

Technology is all around us...

how manv of voul How manv of you

have hc -as at
Inst ’
Don’t :
Do you Sharel nage
payme from
on you ) ile?
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WHY DOES IT MATTER?
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Digital Transformation

T H E W O R L D IS
G ETTING M O R E
DI GI TAL

Business, banking, healthcare, etc. is all
online

CYBECS

Crime is Rising
R I M E IS FOLLOMWING
T H E S A ME T R END

Worldwide ransomware attacks. High-
profile hacks in the news
and phishing emails are more
sophisticated each day

Regulations

N E W PRI VACY
A N D REGULATIONS

L AWS

New laws and regulations require training
for compliance
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How long
will 1t take?

Can we
negotiate?

E /

Walit,
what's
bitcoin?

What does
it mean?

Before you explain...



After you explain...

e




<vaditip,
l o,

&_/,q
3
[-%
s
3
L

:
(1]

Discussion Time

What is the difference between "event" and "incident”?
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Common Incident Types

.. Unauthorized :
Malicious code u Unauthorized use of
access to IT or :
attacks : ] ' | services
information sources

Unauthorized

changes to systems, Evmvsmuwm . DoS/DDoS attacks Surveillance and

network devices or
information

espionage

Hoaxes/social

) : Physical disruption E.A —
engineering :




It’s not that dangerous online, though, right?

WWW.| &
k_

1in 50 URLs is malicious

Nearly 1 in 3 phishing sites uses
HTTPS to appear legitimate

2 [ein]

90% of the malware businesses Most breaches involve phishing
encounter is delivered via email and using stolen credentials

1Webroot Inc. “2019 Webroot Threat Report: Mid-Year Update.” (September 2019). 2Verizon. “2019 Data Breach Investigations Report.” (May 2019)



But people know better, right?

Joe Biden & @JoeBiden - 2m
| am giving back to the community.

All Bitcoin sent to the address below will be sent back doubled! If you
send $1,000, | will send back $2,000. Only doing this for 30 minutes.

bc1gxy2kgdygjrsqtzq2n0yrf2493p83kkfjhxOwlh

Twitter Hacked In Massive
Enjoy! Bitcoin Scam: Joe Biden, Elon
O 544 O 922 Musk Accounts Among Dozens
Breached

Rachel Sandler rorbes stzff ()
Business
I cover breaking news.

cellenc,
\("‘L , €
ﬁ&,‘}y Y e 1Webroot Inc. “Hook, Line, and Sinker: Why Phishing A'%%lalcﬁgxll’\]/gsrkreéeegyeenq)QZOl‘?)




The Incident Response Plan — The Big Picture

Preparation ldentification Containment

Assessment Recovery Eradication




The Incident Response Plan — The Smaller Picture

Preparation

« We are safe
« Steady State
« All good... so far

Assessment

e Done
e Lessons Learned

 Help strengthen your systems
against the future attacks

|dentification

» Declare an Incident

« Houston, we have a problem

Recovery

» Back in Production

« Process of restoring and
returning affected systems
and devices

Containment

« Start Clean-up

« Contain the breach so it
doesn’t spread and cause
further damage

Eradication

* Finished Clean-up

e Find and eliminate the root
cause of the breach
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The Planning Process

Knowing the organization’s risk appetite and goals is the first step:

Determine how your
organization defines
"acceptable”
Incident response.

Analyze gap Build a plan to close
between current and @ the gap using good
desired capabilities. practices.

Be sure to take
needed resources
Into account.

Use clear language
to avoid confusion.

Planning and Integration
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Incident Response Teams

If you can't
stand the
heat stay

« Communication » Technical foundation skills

« Writing skills * Incident-handling skills
« Leadership o u o e

» Presentation skills

« Team building -
* Problem solving klt c h e n '
» Time management -

« Can handle the pressure...

Planning and Integration Readiness and Assessment Identification and Response



Response and Recovery

Disaster recovery documents
the strategy and specific Response, continuity and

Recovery is specific to the

affected systems or data. activities needed to recover recovery often leverage the

overall capabilities in the same resources and staff.
case of a major loss.

Recovery often waits until
eradication in complete, but
it may be possible to restore
IT capabilities at an alternate

site.

Integrating the incident
response plan with the BCP
and DRP can help to identify
overlap.

\g&e";fe
§'})‘ Planning and Integration Readiness and Assessment Identification and Response
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Tralning

Focus training on
criteria and standards
to promote creative
thinking within the
framework.

Incident response
needs to be practiced In

order to be executed
quickly.

P

Use skills assessments o &
-
to ensure that the IRT 'hatedmm\eq aining, bUESaid,
. 'Don't quit. Suffernow and live
includes all necessary the rest of your life as a champion.
Sk| | |SetS — Muhammad Ali ——

AZ QUOTES

All rights reserved ©



Testing increases the

likelihood that a plan will
work by:

« Assessing the technical soundness of
the plan

* Increasing each participant'’s
familiarity with the plan

The Role of Testing

Testing uses:

e time
e resources

« objectives and criteria should be
clear.

Focus on:

« Identifying gaps

« Verifying assumptions
« Validating timelines

* Determining the effectiveness of
strategies

« Evaluating the performance of
personnel

* Determining the accuracy of the plan




But people know better, right?

of workers who know of employees admit of workers are sure Of those who received
they’ve been hacked they click links in messages they’ve received at a phishing email, ~40%
don’t bother to change from unknown senders least one phishing didn’t report it
their passwords during work email at work
afterward

;@'}A) ﬂ 1Webroot Inc. “Hook, Line, and Sinker: Why Phishing A%'Aeﬁ%%srkre&%ﬁg&gmw)
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Incident Management Systems

Centralized incident
management systems
* Pull together data from distinct Distributed incident

capabilities for common analysis management systems

« Example: SIEM  Consist of multiple specific incident

detection capabilities
« Example: IDS

Central Server
- Remote Server
o
Source wram REDO

Code

All rights reserved ©



Triage
A process of sorting, categorizing, prioritizing and assigning incoming reports/events.

Use BlAs and recovery plans to guide this process.

Problems that cannot Problems that can wait Problems that can be
be easily resolved efficiently address with
available resources

kg&“";ﬁe
?:'\\-)A / Planning and Integration Readiness and Assessment Identification and Response All rights reserved ©
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y You are the first line of defense when it comes to protecting the
‘ organization from cyber threats.

Stay safe, and we will have a wonderful year!







