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Linux Philosophy and Concepts

Linux Basics and System Startup

Graphical Interface

System Configuration from the Graphical Interface
Common Applications

Command Line Operations

Finding Linux Documentation

Processes and Text Editors

User Environment
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Network Operations

Intro to bash scripting

Local Security Principles

O O O O

(x"w 50) VMware vSphere 7: Install, Configure, Manage (V7.0)
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VMware Certified Professional - Data Center Virtualization
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Introduction to vSphere and the Software-Defined Data Center
Creating Virtual Machines

vCenter Server

Configuring and Managing Virtual Networks

Configuring and Managing Virtual Storage

Virtual Machine Management

Resource Management and Monitoring

vSphere Clusters and Protecting Data

vSphere Lifecycle Management
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(x"w 50) VMware NSX-T: Install, Configure, Manage (V3.0)
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VMware Certified Professional - Network Virtualization
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VMware Virtual Cloud Network and NSX-T Data Center
Deployment Preparing the NSX-T Data Center Infrastructure
NSX-T Data Center Logical Switching
NSX-T Data Center Logical Routing
NSX-T Data Center Bridging
NSX-T Data Center Security
NSX-T Data Center Services
NSX-T Data Center Monitoring
NSX-T Data Center User and Role Management
NSX-T Data Center Federation
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(x"w 50) AWS Cloud Practitioner
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Define what the AWS Cloud is and the basic global infrastructure

Describe basic AWS Cloud architectural principles

Describe the AWS Cloud value proposition

Describe key services on the AWS platform and their common use cases (for example,
compute and analytics)

Describe basic security and compliance aspects of the AWS platform and the shared
security model

o Define the billing, account management, and pricing models

Identify sources of documentation or technical assistance

o Describe basic/core characteristics of deploying and operating in the AWS Cloud
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(x"w 25) Check Point Certified Security Administrator R80.40 (CCSA)
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CCSA n nonon nx 7 156-215.80 n1'na% '>n 71mmn .01y "nira onan Enterprise Firewall
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o Check Point Technology Overview

o Introduction to the Lab

o Installing Firewalls in a Standalone and Distributed Environments

o Product Design and Architecture

o Simultaneous Administration in R80

o Security Policy Management

o Working with Inline and Ordered Layers

o Understanding URL Filtering and Application Control

o Implementing SSL Tunneling and SSL Bridging

o Configuring Content Awareness

o Monitoring Traffic, Connections ,System Health and Logs

o Working with Legacy SmartConsole Applications

o Network Address Translations

o Managing User Access with Local Authentication

o Managing AD Authentication with Identity Awareness

o Basic Concepts of VPN

o Configuring Site to Site VPN

o Administering Mobile Access

o Disaster Recovery

o Incident Response
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System Management

Automation and Orchestration

Firewall Clustering with Cluster XL

Configuring Management HA

Understanding Acceleration

Consolidating Logs Using Smart Event

Integrating Threat Prevention technologies

Configuring Anti Virus, Anti-Bot, IPS

Implementing Sandblast (Threat Emulation & Threat Extraction)
Running malware in Lab Environment
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Introduction and Initial Configuration
Security Fabric
Firewall Policies
Network Address Translation (NAT)
Firewall Authentication
Logging and Monitoring
Certificate Operations
Web Filtering
Application Control
Antivirus
Intrusion Prevention and Denial of Service
SSL VPN
Dialup IPsec VPN
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