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Domain 1: Preparation

= Understanding the three defferent lab topologies

= Hands on using defense technologies in a complex firewall lab

= Hands on using attack technologies in a complex attack lab

= Hands on using secure coding methodologies and techniques in a Dev lab

= Evaluation of defense and attack tools and methods

Domain 2: Security and Risk Management

= Understand and apply concepts of confidentiality, integrity and availability.

= Evaluate and apply security governance principles.

= Determine compliance requirements.

= Understand legal and regulatory issues that pertain to information security in a global
context.

= Understand, adhere to, and promote professional ethics.

= Develop, document, and implement security policy, standards, procedures, and
guidelines.

= |dentify, analyze, and prioritize Business Continuity (BC) requirements.

= Contribute to and enforce personnel security policies and procedures.

= Understand and apply risk management concepts.

= Understand and apply threat modeling concepts and methodologies.

= Apply risk-based management concepts to the supply chain.

= Establish and maintain a security awareness, education, and training program.
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= Integrate risk, threat and vulnerability identification and management into life cycle
processes (e.g., project management, development, and procurement and
employment life cycles).

= Report significant changes in information risk to appropriate levels of management

for acceptance on both a periodic and event-driven basis.

Domain 3: Asset Security

= |dentify and classify information and assets.

= Determine and maintain information and asset ownership.
= Ensure appropriate asset retention.

= Determine data security controls.

= Establish information and asset handling requirements.

Domain 4: Privacy

= Data protection laws

» Personal data

= Controllers and processors
= Processing personal data

= Information provision

= Data subjects’ rights

= Security of processing

= Accountability

= Cross-border data transfers
= Supervision and enforcement
= Compliance

= |ntroduction to privacy program management
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Privacy governance

= Applicable laws and regulations
= Data assessments

= Policies

= Training and awareness

= Protecting personal information
= Data breach incident plans

= Monitoring and auditing program performance

Domain 5: Information Security Governance, Program Development and

Management

= Develop an information security strategy aligned with business goals and objectives.

= Align information security strategy with corporate governance.

= Develop business cases justifying investment in information security.

= |dentify current and potential legal and regulatory requirements affecting information
security.

= |dentify drivers affecting the organization and their impact on information security.

= Obtain senior management commitment to information security.

= Define roles and responsibilities for information security throughout the organization.

= Establish internal and external reporting and communication that support information
security.

= Develop and maintain plans to implement the information security strategy.

= Specify the activities to be performed within the information security program.

= Ensure alignment between the information security program and other assurance

functions (e.g., physical, human resources (HR), quality, IT).
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Identify internal and external resources (e.g., finances, people, equipment, Systems)
required to execute the information security program.

= Ensure the development of information security architectures (e.g., people,
processes, technology).

= Establish, communicate and maintain information security policies that support the
security strategy.

= Design and develop a program for information security awareness, training and
education.

= Ensure the development, communication, and maintenance of standards,
procedures and other documentation (e.g., guidelines, baselines, codes of conduct)
that support information security policies.

= Integrate information security requirements into the organization’s processes (e.g.,
change control, mergers and acquisitions) and life cycle activities (e.g., development,
employment, procurement).

= Develop a process to integrate information security controls into contracts (e.g., with
joint ventures, outsourced providers, business partners, customers, third parties).

= Establish metrics to evaluate the effectiveness of the information security program.

= Ensure that noncompliance issues and other variances are resolved in a timely

manner.

Domain 6: Security Architecture and Engineering

= Implement and manage engineering processes using secure design principles.
= Understand the fundamental concepts of security models.

= Select controls based upon systems security requirements.
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Understand security capabilities of information systems (e.g., memory protection,
Trusted Platform Module (TPM), encryption/decryption).

= Assess and mitigate the vulnerabilities of security architectures and solution
elements.

= Assess and mitigate vulnerabilities in web-based systems.

= Assess and mitigate vulnerabilities in mobile systems.

= Assess and mitigate vulnerabilities in embedded devices.

= Apply cryptography.

= Apply security principles to site and facility design.

= Implement site and facility security controls.

The security implications of the adoption of emerging technologies.

Domain 7: Communication and Network Security

= Communication and network security fundamentals.

* Implement secure design principles in network architectures.

» Implement secure communication channels according to design.
= Security of networks, systems, applications and data.

= Security Architecture Principles.

Domain 8: Identity and Access Management (IAM)

= Control physical and logical access to assets.

= Manage identification and authentication of people, devices, and services.
= |ntegrate identity as a third-party service.

= |Implement and manage authorization mechanisms.

= Manage the identity and access provisioning lifecycle.
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Domain 9: Security Assessment and Testing

= Design and validate assessment, test, and audit strategies.

= Conduct security control testing.

= Collect security process data (e.g., technical and administrative).
= Analyze test output and generate report.

= Conduct or facilitate security audits.

Domain 10: Security Operations

= Understand and support investigations.

= Understand requirements for investigation types.

= Conduct logging and monitoring activities.

= Securely provisioning resources.

= Understand and apply foundational security operations concepts.
= Apply resource protection techniques.

= Operate and maintain detective and preventative measures.

= Implement and support patch and vulnerability management.

= Understand and patrticipate in change management processes.
= Implement recovery strategies.

= Implement Disaster Recovery (DR) processes.

= Test Disaster Recovery Plans (DRP).

= Participate in Business Continuity (BC) planning and exercises.
= |Implement and manage physical security.

= Address personnel safety and security concerns.
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Domain 11: Software Development Security

= Understand and integrate security in the Software Development Life Cycle (SDLC).
= |dentify and apply security controls in development environments.

= Assess the effectiveness of software security.

= Assess security impact of acquired software.

= Define and apply secure coding guidelines and standards.

Domain 12: Cloud Security

= Cloud Architecture

= Cloud Governance and Enterprise Risk Management

= Cloud Legal Issues: Contracts and Electronic Discovery
= Cloud Compliance and Audit Management

= Cloud Identity, Entittement, and Access Management

= Security as a Service

= ENISA: Benefits, Risks and Recommendations for Information Security

Domain 13: Incident Management and Response

= Develop and implement processes for detecting, identifying, analyzing and
responding to information security incidents.

= Establish escalation and communication processes and lines of authority.

= Develop plans to respond to, and document, information security incidents.

= Establish the capability to investigate information security incidents (e.g. forensics,
evidence collection and preservation, log analysis, interviewing).

= Develop a process to communicate with internal parties and external organizations

(e.g., media, law enforcement, customers).
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Integrate information security incident response plans with the organization’s
disaster recovery (DR) and business continuity plan.

= Organize, train, and equip teams to respond to information security incidents.

= Periodically test and refine information security incident response plans.

= Manage the response to information security incidents.

= Conduct reviews to identify causes of information security incidents, develop

corrective actions and reassess risk.

Domain 14: Final Steps for becoming a CISO

= Strategic Planning.

= Designing, Developing, and Maintaining an Enterprise Information Security Program.

= Understanding the Enterprise Architecture (EA).

= Understanding the Organization’s Procurement Program.

= Vendor Management.

= CISO presentation in front of the Board & Senior Management.

= Information Security Best Practices.

» Final project presentation in Class in front of REAL EXTERNAL CISOs & Board
members.

= How to become the CISO you want to be.
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