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Domain 1: Becoming DevSecOps Expert (10 Hours)

o Introduction to DevSecOps
o Developing a DevSecOps career

o In-Depth walkthrough building a Linkedin profile

Domain 2: Linux Administration and LPI LPIC-1 Exam preparation (40 Hours)

The domain provides Linux administration skills and prepares for the LPI LPIC-1
exam. This domain is taught via remote connection only to class.
o Shell Basics
o Common use commands
o Shell workaround and internal abilities
o 1/O, redirect and streams
o Unix tools and text editors from shell
o System Administration
o User management, passwords and profiles
o Group management
o Files and permissions
o Access control lists
o File links
o Processes and process management
o Storage management
o Troubleshooting the file systems
o Logical volume group
o Redundant array of inexpensive disks (RAID)
o IiSCSI
o System resource management
o Package management
o Installing and removing software packages
o Compiling from source
o Make and cmake commands
o Network management
o General networking
o Interface configuration

o Network sniffing

ATIVN 'TIN'Y TN oiovny n'MITPKXR 0T N1'ON [IN0'AN NIYNT? WITN nNnamM NIINY WImn 'YK Tun
03-7384481 077-2753094/8 03-5317956 03-5317005/6 03-5317957 03-5318254
biu-es.ac.il DesigProg.biu.ac.il mechina-kda.biu.ac.il mzb.biu.ac.il DesigProg.biu.ac.il DesigProg.biu.ac.il

barilan.ac.il *9392 :AnN'w? yTNn Tirn 0®°°




NDOIAIIN
17'N"12

A'A The Center for Designated Programs NI'TIV" NIFDINY )YNnn

Structured Programs NIM NIMdINY mn

o Remote connection
o Network shares with NFS and Samba
o Http and apache/nginx
o Smtp/imap/pop3 and postfix/dovecot/exim
o Ftp and vsftp, Ssh and sshd, Dns and bind, Dhcp and dhcpd

Domain 3: Linux Scripting and Programming (40 Hours)

The domain provides Linux scripting and programming abilities for DevOps.

This is an advanced module after learning the skills for Linux administration.

@)

O

O

Shell Scripting

o Understanding Variables

o Writing Comments

o Bash Source commands

o Script troubleshooting

o Basic Operators in shell scripting
o Introduction to Conditional Expressions
o Looping Statements

o Manipulating Functions

o Creating Data Structures
Databases Overview

o SQL, MySQL, PostgreSQL

o NoSQL, Redis, MongoDB
Building application shell

Domain 4: Python Programming (65 Hours)

The domain provides Python programming abilities for DevOps.

This is an advanced module and will be used further in the course when using

DevOps tools and technologies.

O
O

@)
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Building application shell

General introduction to Python

Basic data types

Using variables

Operators (arithmetic, comparison, logical)
Manipulating print() function

Working with input() function
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o Managing conditional statements

o Using For and While Loops

o Implementing Functions

o Collections module (list, dict, set, tuple)

o Errors and exceptions handling

o Working with OOP in Python Standard Library
o Managing third party libraries

o Command line and environment

o Web development

o Python Projects for DevOps

Domain 5: DevOps Technologies (125 Hours)

The main domain for the course. It covers cutting-edge DevOps methodologies and
technologies with a lot of hands-on exercises in a dedicated server farm.
o Infrastructure as Code (laC)
o Containerization
o Docker
o Orchestration
o Kubernetes
o Version control
o Git
o GitLab
o Configuration management
o Ansible
o Infrastructure provisioning
o Terraform
o Log management
o Elastic Stack
o Infrastructure monitoring
o Prometheus
o Graphana
o Continuous Integration
o Jenkins
o Gilab CI

o Continuous Deployment
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o Jenkins
o Ansible
o CI/CD project

Domain 6: AWS Certified Cloud Practitioner (50 Hours)
Using AWS academy program, the domain will cover in-depth knowledge of AWS

environment and prepare students for the international exam. Each student will use a
dedicated AWS account and lab environment.
This domain is taught via remote connection only to class.
o AWS Cloud and its basic global infrastructure
o Basic AWS Cloud architectural principles
o AWS Cloud value proposition
o Key services on the AWS platform and their common use cases
o Security and compliance aspects of the AWS platform and the shared security model
o Billing, account management, and pricing models
o Sources of documentation or technical assistance

o Basic/core characteristics of deploying and operating in the AWS Cloud

Domain 7: Securing DevOps Environments (20 Hours)

This domain will provide security knowledge regarding implementing security into
DevOps operations and cloud infrastructure.
This domain is taught via remote connection only to class.

o Introduction to Secured Software Development

o Secure Development Lifecycle

o Software Threats and Vulnerabilities

o Software Development Security Practices
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